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ABSTRACT

Consensus protocols have proven to be immensely valuable across a wide range of domains, most
recently and notably with the advent of bitcoin and other cryptocurrencies [[1]] [2] [3]]. Valuable new
consensus protocols that are more efficient and Byzantine fault tolerant emerge regularly. However,
creating and validating these protocols does not scale well because every protocol relies upon
assumptions about the environment and setup. For example, in the method of communication (e.g.
Byzantine Broadcast), reliability of the communication channels (e.g. Partial Synchroneity), and
agent identifiability (e.g. Public Key Infrastructure). These assumptions can significantly affect the
outcome a consensus protocol’s fault tolerance and efficiency. Motivated by these difficulties and
continued progress in Deep Reinforcement Learning to learn superhuman strategies across a number
of very complex games [4] [5], this research asks the question: can we use Deep Reinforcement
Learning to test existing protocols for their robustness, and maybe even discover new ones?
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1 Background and Motivation

Consensus protocols allow for a set of entities to agree upon some value or sequence of values. Consensus protocols
today are used in a wide variety of settings, such as blockchains and state machine replication [1]]. There are key
assumptions behind each consensus protocol, including the type of faults the protocol can handle (Byzantine or crash),
the type of communication, the latency of communication between parties, and the security of the communication. As
these assumptions change, so too does the number and type of faults that a consensus protocol can tolerate change. For
example, the Ben-Or protocol can tolerate only f < n/5 Byzantine faults but it can tolerate f < n/2 crash faults [6].

Neural networks are complex models inspired by the neurons in the brain that recognize patterns by approximating
arbitrary complex functions. They make use of a technique called back-propagation, an application of the chain rule
from calculus, to optimize for any given loss function. In the last decade, neural networks have begun to be used
extensively in many applications, including speech recognition, handwriting recognition, and object identification in
images.

Reinforcement learning is a set of algorithms and theory focused on how agents can learn intelligent behaviour from
experience. The agent evaluates their current situation (the environment, or whatever portion of the environment the
agent observes) and takes an action which will yield the highest expected reward, this updates the current state that the
agent is in, at which point it must decide to take another action until termination of the simulation.
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Today, new consensus protocols are conceived of regularly using clever combinations of a reasonably small set of
possible ways to communicate with other agents. Because of the large number of possible environmental conditions to
model, we believe that every permutation of these actions has not been tried, leaving more interesting and valuable
consensus protocols to be discovered. As such, the goal of this research is to see if we can use the latest advances in
deep reinforcement learning to not only re-create basic consensus protocols but also discover new ones.

2 Related Work

To the best of our knowledge, there currently exists no other work using deep reinforcement learning to replicate
consensus protocols. There has been research using reinforcement learning to develop optimal strategies for iterated
prisoner’s dilemma games, but these are fundamentally different in that there are no communication rounds between
agents make a decision, and each agent is self interested, having no incentive to collaborate with others [7].

Our inspiration for this work comes from research where two agents, Alice and Bob, are able to learn basic forms of
cryptography using secret keys in order to communicate with each other, while preventing Eve who received their
communication but without the secret key, from being able to decipher the message [8].

3 Methods

Modular Environment The core assumptions that any consensus protocol makes are:

1. The method of communication, this can include: Byzantine Broadcast (where at each round one agent is
selected to send messages to all other agents); Byzantine Agreement (where all agents send messages to each
other at each round to commit on one value); and Interactive Consistency (where all agents send values to each
other to commit to agree upon a tuple of values).

2. The reliability of the communication channels which are either: Asynchronous; Partially Synchronous;
Synchronous.

3. The identifiability of the agents. Messages are either: signed with digital signatures using Public Key
Infrastructure (PKI), this allows any agent to verify what message was sent from whom; sent via authenticated
channels, this gives the recipient knowledge of who sent the current message but not the ability to verify who
sent previous messages that agents claim they received and are passing on. Anonymous channels where the
agent has no idea who sent the messages it is receiving.

We have built a modular environment where different combinations of the above assumptions can be easily turned
on and off. Currently we have implemented Byzantine Agreement, Authenticated Channels, PKI and Synchronous
communication with plans to implement additional environmental assumptions in the future.

Training Process

See Figure [T] for an example round of our most simple environment where there are three honest agents. In a given
simulation, each agent is initialized with a random value that can be interpreted as the value that they would prefer to
commit to. In each round of the simulation, the agents are able to send the value they were initialized with to all of the
other agents, or to commit to a value of 1 or 0. The actions decided upon and states received from the other agents all
must be encoded as "one-hot" vectors in order to be fed into the neural network which decides the agent’s optimal next
action. After every agent takes an action, the environment resolves all of them by updating the states of every agent to
reflect these actions. A new round begins when the agents get to decide again what action they want to take next. Every
simulation terminates when all of the honest parties have committed to a value. At this point, depending on the values
the honest parties committed to, a reward or penalty is given to the honest and Byzantine agents which is used to update
their neural networks and teach them what actions to perform more or less of in the future.

Agent Rewards
For a consensus protocol to work it must satisfy two criteria:

1. Consistency - all honest parties must commit to the same value.
2. Validity - if all honest parties are initialized with the same value, they must commit to it. This is to prevent the
agents from always committing to a particular value, independent of what their initial value is.

If the honest agents satisfy consistency and validity, they receive a +1, otherwise they receive a -1 and vice versa for the
Byzantine agents trying to break consensus.

For reasons outlined in Section ] (Results) we modified these rewards and added additional ones in attempting to get
the agents to efficiently learn the consensus protocols.
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Figure 1: The training process for the perspective of Agent 0 during an example round of the consensus protocol. This
is not the first round because if it were then under "States" there would be values of 1 for the positions corresponding to
having received no values from Agents 1 and 2. In this particular example, where all of the other agents are honest and
can be trusted, the agent should commit to a value of 0 because it is the majority value.

Reinforcement Learning Algorithm We implemented REINFORCE which is an on-policy model-free algorithm that
is the precursor to the state of the art Proximal Policy Optimization algorithm that we plan to implement going forwards
[9]. REINFORCE is the same as PPO except for clever tricks to reduce variance during training and take larger update
steps, allowing for faster, more efficient learning [[10].

Neural Networks Neural networks are used to learn the policies of the honest and Byzantine agents. There is one
network used for all of the honest parties and one for all of the Byzantines. These networks are feed forward and
fully connected, they use ReLLU activation functions. We are able to easily change the number of layers and hidden
units per layer but have been using one layer of 16 units and a second layer of 8 for now. We have been using the
Adam optimizer for stochastic gradient descent during training. These networks have been implemented using the deep
learning framework PyTorch, code is available upon request.

Below is an algorithm that outlines the training process for the consensus algorithm at a high level. The following
notation is used: e training epochs, s simulations per epoch, o the learning rate, R set of rewards, E environment to be
used including the number of honest and Byzantine agents, H set of hyper-parameters for the neural networks.
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Algorithm 1 Training process for learning consensus
Input: e, s, a, R, £, H
Output: Honest and Byzantine policies, 7z, 75

i, 7 < InitPolicies(H) // initialize the neural network policies
foriin(l,...,e)do
©+0 // initialize a buffer to store simulation trajectories
forjin(1,...,s)do
| ©[j] + RunSimulation(ng,7p, E) // run a simulation with the current policies
end
Q < ComputeRewards(©, R) // computing rewards for each of the simulations
Vory, Verp <+ ComputeGradients(rg, 75, 2)
g =1 —aVerg // update the policies
T = TR — OéVgﬂ'B

end
return 7w, Tp

4 Results

4.1 Honest Consensus

The most simple environment is where there are three honest agents and no Byzantine agents. In this environment, the
action space for agents is to either send the value they were initialized to, commit O, or commit 1. The optimal protocol
for the honest agents to learn is to send the value they are randomly initialized with in the first round and then commit
to whatever the majority value of all the agents is (including their own initial value). In our initial implementation of
this algorithm, agents committed to the same value every time, which allowed them to be correct 87.5% of the time.
This is because if the agents always committed to a value of 0, only 12.5% of the time will they break validity when
they are all randomly initialized to a value of 1 (0.5 = 0.125). In order to get the agents to learn to commit to the
majority value and escape this local optima, we added more rewards to the agents: penalizing an agent for committing
in the first round (when they have not received any values from other agents); adding a round penalty for the honest
agents to learn to not continuously send values and commit as fast as possible; increasing the validity penalty to remove
this local optima. The rewards used are detailed in the table below.

Honest Consensus Rewards
Consistency  Viola- | Validity Violation Majority Violation Correct Commit Round Penalty
tion
-1 -2 -1 +1 -.03

After making these modifications, honest agents were able to learn how to agree upon the majority value by epoch 500.
By this epoch, each iteration took 2 rounds, in which each agent first sent its initialized value to the other agents in the
and then committed to the majority value in the second round. See figure 2 for the honest win percentage as the agents
are trained.
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Figure 2: Honest win percentage (where the honest agents satisfy consistency and validity) in the honest consensus
setting

4.2 Byzantine Breaking

This environment has 3 agents: 2 honest agents and 1 Byzantine agent. In this simulation, the 2 honest agents were
trained to follow the protocol in the honest consensus setting and reliably reach consensus over the majority value they
were initialized to. The weights for this network were then frozen such that the honest agents always followed the
protocol of sending their initial value in round 1 and committing in round 2, with no changes. A Byzantine agent then
replaced one of the honest agents in this environment. The Byzantine agent could see the states of all other agents and
could send 0, send 1, or send no value to any subset of agents. The Byzantine agent’s goal is to prevent the honest
agents from reaching consensus; as such, all of its rewards are positive 1 for having agents violate consistency, validity,
the majority value, and the correct commit value.

Byzantine Breaking Rewards [Honest Reward, Byzantine Reward]
Consistency  Viola- | Validity Violation Majority Violation Correct Commit Round Penalty
tion
-1, 1] (-2, 1] [-1, 1] (L, -1] [-.03, .03]

Within 200 epochs, the Byzantine agent learned to send different values to the agents, breaking their ability to commit
to the correct majority initial value. The rewards over time for the Byzantine and honest agents are inverses of each
other and are denotes in Figure 3 and Figure 4. When training both honest and Byzantine agents together, the honest
agents decide to always commit to the exact same value, which gives them a 50 % win rate in the presence of a
Byzantine adversary (this win is only when both of the honest agents are initialized to the same value which occurs
with a frequency of: 2 x 0.52 = 0.5).

4.3 Avalanche

The Avalanche family of consensus protocols [[L1] relies on a meta-stable mechanism, providing a probabilistic safety
guarantee in the presence of Byzantine faults. The protocols operate by having nodes repeatedly sample k other nodes
in the network to query their lock values. We introduced the action of sampling and querying k nodes to our honest
agents’ action space, with the hope that the honest agents will rediscover the simplest Avalanche protocol, Slush. In our
simulations, the agent can either commit 0, commit 1, or sample from k agents. We ran simulations with five honest
agents in the environment with a k value of 3. In the trivial case of randomly initializing 4 agents to v and one agent to
v’ , agents learn to consistently sample all other agent values for the maximum round length, committing to the majority
value (Figure 5). In order to achieve this, we tuned the reward parameters to give greater penalties for consistency,
validity, and majority violations.
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Avalanche Rewards

Consistency  Viola- | Validity Violation Majority Violation Correct Commit Round Penalty
tion
-4 -4 -10 1 -.03

However, in the case where we have 3 agents that are randomly initialized to v and 2 agents randomly initialized to
v’, the agents get stuck in a local minimum and commit to either O or 1 in every run after sampling for the max round

length (Figure 6)
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Figure 4: Honest win percentage in the Slush environment, four agents are initialized to the same value and one agent

differs

4.4 Public Key Infrastructure (PKI)

Lastly, we integrated a PKI system where each agent sends not only their own value to every other agent but also the
values of every other agent that they received values from in the previous round. Because the agents are required to
do this (if they did not then it would be clear that a particular agent was Byzantine and should be ignored) the honest
parties have the chance to infer which agent is Byzantine by the fact that it is sending different values to different agents.
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Figure 5: Honest win percentage in the Slush implementation with three agents initialized to v and two agents initialized
tov

In a setting with one Byzantine and three honest agents, learning which agent is Byzantine should enable them to ignore
the Byzantine agents value and commit to the majority value of the other honest agents.

This inference is significantly more complex that those tested previously and is currently being debugged. We suspect
that implementing a more powerful learning algorithm such as PPO [10] in addition to continuing to try many possible
hyperparameters, will allow for discovery of the correct protocol.

5 Conclusion

In this paper we demonstrate that agents can learn to replicate simple consensus protocols. We show that honest agents
can learn the most efficient way to agree upon some value by tuning their rewards to match the requirements of validity
and consistency. We also show that a Byzantine adversary can learn to break the protocol in cases where they are not all
initialized to the same value. In addition, we trained agents to replicate the Slush protocol by sampling a set number of
agents’ value. There remains much work and opportunities left to pursue in the future, investigating different protocols,
expanding the action space of agents, and even seeing if we agents can discover new protocols.
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